Anti-Spam/Anti-Virus Tutorial

How to configure anti-spam/anti-virus settings
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Overview

Our anti-spam and anti-virus system is available to administer online. The program blocks spam
and virus email before they are delivered to your inbox. Using this system, you may log in and ad-
minister the settings of your email and virus control at any time.

The system allows companies to choose who has access to what controls. If a section in this tutorial
does not appear when you log in, it means that you do not have access to this area.

Accessing Controls
To access the anti-spam/anti-virus system, go to:

http://www.onyourmark.com/email or http://login.postini.com/exec/login

Log in to Postini Spam Filtering System

Email Address [isten@kleinintemet.com |

Password | ******** |

Enter your full email address and email password in the fields as shown.

Click “Log In” to access the system.

Viewing Blocked Spam and Viruses

The first screen you will see after logging in to the
system is the Message Center. The Message
Center will display a list of the spam emails and vi-
ruses that have been blocked from your mailbox.
Viruses are shown in the red section, while spam
emails are shown in the gray section.

To read the email, click the blue header under Sub-
ject.

To remove spam or viruses from the lists, check the

Femove |Messages Message 1-1 of 1
W Sender Subject Date &
[~ mshirley@gwhusa.com Re: Details 08-28-2003

Virus definitions are reguiarly and automatically updated - protecting you from the latest
email vinises.

A\ Suspicious Junk Email ShUWI 25 'l msgs
Femove |Messages Deliver |T0 Your Inbox Message 1-2 of 2
[~ Sender Subject Filter Date [v]
I itixnn@juno.com ES Prescriptions Overnighted To $ 08.28.2003
our Doors...
[T dr_simons@yahoo.comsleep it off ﬁ 08-28-2003

Select All Unzelect All Remove All Messages
Message 1- 2 of 2

Remove |Messages Deliver |T0 ‘four Inbox

box in front of the message, or click Select All to select every message. Clicking Unselect All will un-
select every message you have checked. Click [Remove] to delete the spam and viruses from your

Message Center.

If a legitimate email has been tagged as spam, check the box in front of it and click [Deliver]. The
next screen will ask you to confirm again that you want this email delivered to your inbox. Check the

box under Approve and click [Continue] to send the
message. When you deliver the message, you will
be asked whether you want to add this sender or
mailing list to your Approved Lists.

Clicking Delivered at the top of the Message Center
will show you all emails you have approved for
sending to your inbox. Clicking Removed will

Email Delivered

The following messages have been delivered to your inbox. Selecting the "Apprave” check box
allows messages from the selected address to bypass the junk email filter.

Approve Address
I |reply‘-4b21-1943-2?13311960@...

Continue |

Subject
j Searching for LS. Legal News

show all emails that have been blocked from your

Message Center

Wiewe: Guarantined | Delivered | Remowed

inbox.
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Account Settings

The Account Settings area allows you to administer features of your ac-

count. Account Settings Help Log Out
Password
The Password area allows you to change you password for logging in to the - —

. . emporary Password: [=9==*
system. This does not change the password for you email accounts; contact e Pasemwors

H H . ew Password can be g [eoseeseese
us if you require an email password change. To change you system pass-  [Jm o e

word, enter the current password in the “Temporary” box. Enter your desired | cenfm new Passwars ===

new password in the “New Password” and “Confirm New Password” fields. Sevo Chenges |
Make sure to record your password; if you forget your new password after changing it in the system,
it cannot be recovered!

Managing Multiple Email Addresses

You may configure the system to filter more than one email ac- [Erer adaress Allemate Addresses
count. Click alternate address to administer these settings. | = h@onoumakcon o o
To add emails for filtering, enter the full email address in the =
“Enter Address” box and click [Submit]. This will add the email _Delete |

to the “Alternate Addresses” box. To remove an email from the
list, highlight it in the “Alternate Addresses” box and click [Delete].

Remember Me

When you sign in at http://login.postini.com/exec/login, your browser can "remember" your user
name and password by using a cookie on your computer. By selecting the checkbox on the login
screen, you can bypass the login each time you come back. The checkbox is only available when
entering the system at http://login.postini.com/exec/login.

Administering Virus Protection

If the “ON” button is shown in green, this means that vi- |2 . o e guronine ol frostening mecesges i your Meceags Comer

rus filtering is activated for your email account. You P

may deactivate filtering by pressing “OFF”. If this sec- T e o s s e e

tion does not appear when you log in, it means that you mmediatzly via email when @ vrus-rfectad messaga is quarantined

do not have access to this area. Notifications Vhen you receve 3 vinis-nfected emall, you can set the frequency of the notications.
N6 more than one notice per day =]

Under Notifications, you may tell the system how often =

you would like to receive notifications of when viruses
are received. You may choose to be notified immediately, once per day or you may deactivate these
notifications.

Although the system is set to block viruses, we recommend installing antivirus software such as Nor-
ton or McAffee on your computer to offer greater protection against viruses.

Help/Logging Out

Further help with this system is available by Message Center
CIiCking the HelE button. Feel free to Ca” us at Junk Email Seﬂingsg VirusSettingsO Account Settings Help Log Out

262-820-8201 (800-747-3399 outside greater Milwaukee) for assistance.

To log out of the system, click Log Out. When you return to the system, you will then be asked to
log in again.
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Administering Junk Email Settings

To administer the level of filtering in your email, | Message Center
CIICk the Junk Emall Settlnqs ||nk at the top Of Junk EmailSettinqu VirusSettinng Account Settings Help Log Out
the Message Center.

If the “ON” button is shown in green, this means that spam filtering  [ooem oom

is activated for your email account. You may deactivate filtering by = |***" woacicse

pressing “OFF”. .

You may set your email filtering levels by using the radio buttons un- o o e R
der “Spam Filters”. In the example shown, all settings are set down Prp—
the middle, which will filter about 85% of spam emails out of your in- Ll KR
box. To increase settings for more aggressive filtering, click the ra- sl
dio buttons to the right of the center line. To decrease settings for i
less aggressive filtering, click the radio buttons to the left of the cen- Sredwe) fa

ter line.

- The system filters email based on content. The “Bulk Email” filter is a general filter
s sewatysiat | WHICH 100ks for common text used in unsolicited emails. “Sexually Explicit” emails
Ea cetricnmuisc | CONtain pornographic and adult content. “Get Rich Quick” emails feature moneymak-
& secaores  [ING SCams and the like. “Special Offers” emails most often contain MLM and Pyramid
[2 8] rasiaiy msensitie| sSCheme information, and “Racially Insensitive” emails contain discriminatory content.

These images show on the Message Center next to your quarantined emails as a way
of showing why the email was quarantined.

It may take some trial and error to find the best settings for your email. If your settings are set very
high, you should log into the Message Center frequently to check what has been blocked. Emails
quarantined in the message center are deleted after 14 days.

The Sender Lists are allows you to add and delete Dits | Rurasosswl ke maseages o racnig o
approved and blOCked Senders Are you trying to approve an email mailing list or newsgroup? ﬁ

. Approved Senders Blocked Senders
To add an address to your Approved Senders list, ¥yt v e, || 12t o

enter the email in box and click [Save to List]. This will

ave Saveiolis e
add the sender to your approved list in the box below. “Sestlit] .

klegininternet com =l Save to List |

info@registersuccess.com
janesmith(@yahoo.com

lzypw3dwi@hatmail.com |~
*p5E43@hotmail.com

You may add full email addresses (ex:

janesmith@yahoo.com) or domains (ex: onyourmark. =
E:om) to the Apprqygd Sendgrs list. Entering . T I
onyourmark.com” into the list ensures that any email ot
113 ” H . elete from List
from “onyourmark.com” will pass through your filters, g cemmesi e i
regardless if the sender is office@, kristen@ or anyone shange e s mare

with “email@onyourmark.com”. You may wish to add
family, friends and colleagues to this list when you start using the system.

To add an address to your Blocked Senders list, enter the email in box and click [Save to List].
This will add the sender to your blocked list in the box below. You may enter full email addresses or
domains into your Blocked Senders list, just as you may in the Approved Senders list. Note that
spammers change their email addresses often, so adding an email to this list may not block the
repeated receipt of some spam messages. The same spam email may be sent from different email
addresses.
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